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1 Introduction

OMEGA Enterprise Gateway (OEG) is a replacement software for the OMEGA OPC Server, iCONNECT,
iLOG, HTTPGet, iPort, Mail Notifier, Virtual Coordinator, and OMEGA Dashboard. If you are a current user
of this software, we encourage you to install OEG. OEG supports the following OMEGA products:

Controller: PLATINUM™, iSeries, iTH, CN616

Wireless receivers: ZW-REC, zCDR, UWTC-REC3, WW-ED

Wireless end devices: Depends on the receiver

iServer Series: iBTX, iBTHX-W, iBTX-SD, iTHX-W, iTHX-SD, iTCX, iPTX, iSD-TH, iSD-TC, EIT
DAQ: OM-DAQ-USB, OM-DAQ-XL, OM240

Pressure: PX409-USBH/485, IN-USBH

7. Meter: DP612, DP606

ok wNhRE

The OEG server can be installed on the following OS/Platforms: Windows"® 7, 8, & 10, Windows Server
2008, 2012, & 2016. All OS are 64-bit. OMEGA doesn’t recommend 32-bit OS.

OEG web client is platform independent.

The minimum hardware requirements for server installation are: Dual core: CPU 2.4 GHz or up; Memory: 4
GB or up; Hard drive: 250 GB or up.

1.1 Licensing
OMEGA Enterprise Gateway comes two edition: Standard, Full.

1. Standard — this version allows users to manage OMEGA devices, monitor real-time readings, review
historic data. It also supports MQTT client that allows OEG to connect to MQTT compatible
cloud/mobile application. This version is provided to the customer without an additional cost.

2. Full —this version has an embedded OPC UA server. It has all the features that the standard version
has. Device information and readings are automatically populated and exposed by an OPC UA server
that allows Enterprise applications such as SCADA, Historian, and HMI etc. to retrieve.

This manual covers all functions of Omega Enterprise Gateway regardless of the version.

1.2 Use Scenarios

OMEGA Enterprise Gateway is a bridge between OMEGA sensing devices and the rest of the world. It
is a standalone 10T sensing software that delivers device provisioning, state and status monitoring,
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data logging, visualization and analytics. A variety of OMEGA devices are supported by this Gateway
software. Typical application deployment scenarios are shown below.

1.2.1 Integrate with Enterprise Applications

OMEGA Enterprise Gateway can feed sensing data to the OPC UA compliant Enterprise application
via OPC UA server (Licensed). Once the user adds OMEGA devices to the Gateway, the Gateway
automatically exposes all sensing data as OPC UA nodes. The Enterprise application can then pull
all OPC UA node values and display them on the screen.

HMI/SCADA/MET_T

108.178.128.197.0

192.168.1.200.0
108.178.128.198.0

108.178.128.196 0

o | ]
@ 8 8 "/ o5

OMEGA Connected Devices

OMEGA EnterprisTGateway

1.2.2 Standalone Solution for Sensing, Archiving, and Analytics

In many environment sensing applications such as hotel room temperature monitoring and
building temperature/humidity monitoring, OMEGA Enterprise Gateway is able to provide real-
time monitoring, alarms, notifications, archiving, and analytics that are required in these
applications.
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v\ / Web Clients (Desktop, Tablets, Smart Phones)

108.178.128.197.0

192.168.1.200.0

108.178.126.198.0

108.178.128.196 0

OMEGA Connected Devices

2 Dependencies

OMEGA Enterprise Gateway is built on Microsoft .Net framework 4.5. The .Net framework 4.5 comes with
Windows 7 or up. It is not necessary to install .Net framework separately. If a user runs into a .Net
framework issue, they can always download the framework from the Microsoft website.

OMEGA Enterprise Gateway uses MongoDB for data storing. Users will be asked to install it if MongoDB
has not yet been installed on the machine where the OMEGA Enterprise Gateway has been installed.
Users can also ignore the installation if they have a remote machine with MongoDB that can be used.

3 System Configuration

The User can use OEG setup utility to change system configuration. However, it is not required to change
these parameters to run OEG with the exception that you must have MongoDB installed.

Using system configuration, a user can:

e Change the MongoDB connection

e Change the web server port number (in case the default port number 9000 is occupied by other
application).

e Turn on/off the HTTPS connection (in case users want to secure the connection).

e Change passive data receiver port and protocol.

To configure OMEGA Enterprise Gateway, you can lunch OMEGA Enterprise Gateway Setup utility via,
Start 2 Program—> OMEGA Engineering 2 OMEGA Enterprise Gateway Setup.
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Data Logging | Web Server I Device Listener | MQTT I Other Settings

Mango DB Configuration for data logging and visualization)

Connection Sting  mongodb:/Aocalhost: 27017

Apply Changes | Stop | Start Exit

Maote: You must be administrator (ar mun this utility as administratar) to start or stop OEG. Atematively, you can go
to services control panel to start/stop Omega Enterprise Gateway service

3.1 Setup Data Logging

OEG use MongoDB for data logging. MongoDB is installed along with the OEG.

By default, the connection string is mongodb://localhost:27017 for local MongoDB. If you want to
connect remotely to MongoDB, you can change the localhost to an IP address or the host name of the
computer where the MongoDB is installed.

3.2 Configure Web Server

There are two parameters for web server: 1. The web server port number. The default HTTP port for
OMEGA Enterprise Gateway is 9000. Users can change it to any port. 2. The option to turn on/off the

HTTPS connection.

Note: Because a server has multiple usages, the default HTTP port 80 might be occupied.

Data Logging | YWeb Server | Device Listener I MaTT I Cther Settings

HTTF Port Device Firmware Update Port
5000 5001

Enable HTTPS Connection lUse Existing Cert

HTTP5 option requires server certificate. Once it is enabled, you -
must use https:# to access the Web Ul Create Cerificate

Apply Changes | Stop |

Mote: You must be administrator (or run this utility as administrator) to start or stop OEG. Attematively, you can go
to services control panel to start/stop Omega Enterprise Gateway service
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If users want to use a secure connection for web browsing or calling APIs, they can turn on the HTTPS
connection by selecting the checkbox “Enable HTTPS Connection”. To secure connection, a certificate
must be provided. You can use default self-signed certificate by clicking “Create Certificate” or
selecting an existing certificate. When you select an existing certificate, please make sure that the
certificate is used for remote machine authentication. If you want to create a certificate on your own,
please be aware that you will need to use the IP address (of the selected) to access the Gateway web

page.

Note: If the utility detects a user created certificate on a local machine, the create function will be
grayed out to prevent duplicated creation.

3.3 Set Passive Device Listener

The passive device listener is designed to accept Wi-Fi based sensing devices such as WW-ED and
wSeries. These devices turn-off automatically when they are not transmitting data, to save power.
Only two parameters are required: Protocol — TCP or UDP; Port — the communication port. Additional
setup is required on sensing devices; refer to the user manuals of each sensing device, if you require
setup instructions. If you don’t have these devices, you can simply let it be.

| Data Logging | Web Server | Device Listener | MQTT | Other Settings |

Protocal  UDFP Port Mumber 50002

Apply Changes | Stop |

Maote: You must be administrator (or nan this utility as administrator) to start or stop QEG. Altematively, yvou can go
to services control panel to start/stop Omega Enterprise Gateway service

3.4 Set IOT and Cloud Connectivity (MQTT)

OMEGA Enterprise Gateway supports IOT and Cloud connectivity via embedded MQTT client and
broker. Below are options:

e Enable MQTT Broker - User can turn OEG into a MQTT broker.

e Group Message — When sending reading data to the Cloud, enabling this feature will group all
measurements from a device into a single message to reduce traffic

e OEG Instance ID — This is the ID required for connecting OEG to Omega Cloud Application
(Subscription service)

e Protocol — To be used to communicate with MQTT broker. The MQTT broker could be either
itself or a remote MQTT broker such as Cloud MQTT or Azure.

e Broker Hostname — Host name (DNS name) or IP address of the broker.

e Port—TCP port number of the MQTT broker.

e C(Client ID—The ID of the MQTT client. For the MQTT broker to support per device
authentication, the client ID must be same as the device ID added on the broker (e.g. Azure).
If you want to connect to Omega Cloud, this id is the same as the OEG Instance ID
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e User Name — Required to login to the broker (you will need to get it from your broker
provider).

e Password or Key — Used to login to the broker (you need to get it from your broker provider).

e  Get SAS —This function is specifically for Azure IOT connectivity. Azure requires Shared Access
Signatures (SAS) for authentication and establishing the connection. This function generates
the token based on client ID, user name, and password. It is not necessary to run the function
in Gateway. But if you have a client that wants to subscribe to the MQTT message, you will
need to use the token to connect to the Azure cloud.

| Data Logging I Web Server | Device Ustene.-r| MGTT |Other Settings|

[] Enable MQTT Broker Group Message (OFEG Instance ID OMEGAOEG-0001

Protocol Broker Hostname Port Client 1D
MNone - 127001 1883 OmegaEnterpriseGateway

ser Name Password or Key

Apply Changes ‘ Stop ‘ Exit

Mote: You must be administrator {or run this utility a5 administrator) to start or stop OEG. Atematively, you can go
to services control panel to start/stop Omega Enterprise Gateway service

3.5 Set Local Alarm

Local alarm is a function for providing local (on the machine the Gateway is installed) visual feedback
when there is a measurement beyond threshold or a device has lost connection. If you plan to monitor
the sensing data remotely, this function does not apply. Local alarm function is turned off by default.
The Gateway must run as a console application.

{8 Omega Enterprise Gateway Setup I E@ﬂ

| Data Logging | Web Server I Device Listener | I'u'IQ'I‘I’l Cther Settings |

Identity Local Mlarm Settings
0OEG Host Mame [T] Enable Local Alam
1

If enabled, gateway must run as console application

‘ Stop ‘ Exit

Mote: You must be administrator {or run this wility as administrator) to start or stop OEG. Altematively, you can go
to services control panel to start /stop Omega Enterprise Gateway service

Apply Changes
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3.6 Apply Changes

Click the “Apply Changes” button to save all settings to a local installation folder. The settings are
persisted.

3.7 Restart Service

Click “Restart Service” to restart the service. You can also use Windows system management console
to start/stop service manually.

4 Start OMEGA Enterprise Gateway

OMEGA Enterprise Gateway is installed as a Windows service, by default, OEG will be automatically
started once the computer is started. Users have the option to start it manually if they don’t want this
behavior.

There are two ways to start the Gateway manually.

1. Start Gateway using Setup utility. Please refer to previous section for how to launch the setup
utility. In the dialog, click the “Restart Service” button.

I. =)

Data Logging |Web Server I Device Listener I MQTT I Cther Settings |

Mango DB Corfiguration for data logging and visualization)

Connection Sting  mongodb:/Aocalhost 27017

Apply Changes | Stop | Exit

MNote: You must be administrator (or run this utility as administrator) to start or stop OEG. Atematively, you can go
to services cortrol panel to start/stop Omega Enterprise Gateway service

2. Start Gateway using the Windows Service management console. The quickest way to launch the
service management console is using the search function of the Windows, as shown below. Once
the service management console pops up, you can right-click on the OMEGA Enterprise Gateway
service to start, stop, or restart the Gateway service.
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Programs (46)

45 5QL Server 2014 Management Studio
o SQL Server Data Tools

|E About Bonjour Print Services G, Services = | B [t
< Component Services File Action View Help
[57 Data Quality Server Installer e |@E = HE P80
<%, Senvices (Local) | [0 geni
Control Panel (11) O, Szl "
Omega Enterprise Gateway Name Description  Status ~ *
Cenfigure proxy server et (5 NIPSP Service Locater Locates serv... Started
= . top the service &
| View local services Rectart the service %, NI PXI Resource Manager Identifies P...
4 NI Service Locator Stores regist... Started

a Manage Information Card

hat are used to loa on to online ser... £ NI System Web Server TheMISyst...  Started
Administrative Tools

Description: £ NI Time Synchronization Allows this ...~ Started
a Windows CardSpace View local services Provides functions for managing £ NIV b\yE Hosts netw...  Started
@ omega devices and sensor data NI Variable Engine oste n et

Intel® Rapid Storage TecRAGIOGY £5 O2FLASH Started

£}, Office Source Engine Savesinstall.

Documents (6873) £, Office Software Protection Platform Enables the ..
' £, Offline Files The Offline ... Started
SQL Server Management Studio 1 Omegs Enterprise Gat Providesfu.. Started

Start

(]

) 5QL Server Management Studio £, OPC UA Local Discove TheLocal D.. Started
i £ OpcEnum Stop Started
0] serialh £l Parental Controls Pause This service .
1] serial.h £ Peer Name Resolutior Resume Enables serv...
. Peer Networking Gro Restart Enables mul...
] serial.h £ Peer Networking Idenf Provides ide...
. (i Performance Counter = b Enables rem..
Files (16558) (i.Performance Logs & £ . Performanc...
= . . . £/ Plug and Play Enablesac.. Started
M= MQ55451_0716_PLATINUM Series Controllers Quick Start Guide... 9 Y

€% Pmi Driver HPZ12 Started

M PLATINUM Series Controllers User Manual_M5451_071316_TD.d... £%.PnP-X P Bus Enumerd

2. PNRP Machine Nam This senvice
1l T J »

Properties

ThePrP-X
Help

|:% Omega.Infrastructure.ServiceManager.exe.config

server.pbpxml| Extended / Standard

Start service Omega Enterprise Gateway on Local Computer

2 See mare results

|ser ® | | Shutdown | » |

3. Start as Console Application

Users can run OMEGA Enterprise Gateway in console mode to take advantage of the local alarm
function. The local alarm function enables pop-up notification on local machines that the Gateway
is installed on. Once the Gateway starts as a console, a system tray icon will be created on the
system tray to allow users to interact.

. Omega Engineering Computer

Omega Enterprise Gateway

; Omega Dashboard
, Omega Enterprise Gateway Control Panel
Omega Enterprise Gateway Setuy
’= Omega Enterprise Gateway User
@ ReleaseMotes
45 Start as Console Application

Devices and Printers

Customize...

Default Programs

5 Use OMEGA Enterprise Gateway

5.1 OMEGA Enterprise Gateway Web Ul

All functions of OMEGA Enterprise Gateway are exposed through Web Ul (Except system
configuration). This allows users to remotely manage devices, monitor, visualize, and analyze sensing
data without installing the software locally. Users can access all functions using desktop, tablets, smart
phones, etc.

To access the Gateway Web Ul, use your preferred web browser and type in the URL:
http://ipaddress:9000/.

Note: The IP address of the machine that the Gateway is installed, the port number 9000 is the default
port number. Please change to the one that is set by the setup utility. If the HTTPS is checked, the URL
is https://ipaddress:9000/. The Gateway is secured by integrated Windows security. It requires a


http://ipaddress:9000/
https://ipaddress:9000/
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Windows user account to login. The access is controlled either by the IT department or locally on the

machine that the Gateway is installed.

« Active Devices

https://127.0.0.1:9000 requires a username and password.

Password:

| Device Status

0 User Name:

R

Log In Cancel

PPy
[ ©mega Engineering Ent= X iy
<« C | & Secure | https:/127.0.0.1:9000 T
- . 3 3 . X K
poo ]y L EWS GGl -Rer 1 G Authentication Required Ry Device £ Data £ System

A

Once you are signed in, the readings page will show all current readings of the connected devices.

==
[% Omega Engineering Ent= X \ b
&« C | & Secure https://127.0.0.1:9000/devicemon.htm| h4 @
% Omega Enterprise Gateway @overview  [FReadings &b Device SData 4 System
+ Active Devices x Offline Devices
6 0
Device Status Readings
:}_ff:’f?_r?mr?l Running Temperature1: 18.10°C Humidity1 : 67.7 %RH
Last updat 017 11:35:44 AM
?fﬁ'???f"f Cluster Running 7:24.60°C43.9 %RH 10:25.90°C 15:21.60°C,1021.70
Last updated 017 11:35:42 AM mbar.52.6 %RH
IIT?T:VE care Running Temperature : 17.90°C Humidity : 69.4 %RH DewPoint: 12.20°C
Last updated 017 11:35:45 AM
Refrigerator #2 Running Temperature: 18.30°C Humidity : 69.6 %RH Pressure : 1020.40 mbar DewPoint : 12.60 °C
! Ni
‘ I”'Zse:“' i Running 7:22.89°C,48.8 %RH
Last updat 017 8:53:49 AM
E)»Ls:)ve;nﬁfr»y Running Temperature1: 23.50 °C Temperature2 : 23.30°C
Last updats 017 11:35:44 AM

There are five main functions in the Gateway:

1. Overview —shows the overall system health status and statistics

2. Readings — shows current readings of the connected devices

3. Device —shows status of the current connected devices. It also allows users to add, delete, start,

and stop devices

4. Data— allows users to retrieve, visualize, and analyze stored sensing data
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5. System —allows users to configure the notification setting, passive device settings, display options,
manage the license, or upgrade the firmware for passive devices such as WW-ED

5.2 Device Management

Device management is done via device page. On this page, a user can add, delete, start, and stop a
device. Also adjust device settings such as pulling interval, alarm threshold, and check real-time

readings.
& (=] E
[ Omega Engineering Ent= X
&« C | & Secure | httpsy/127.0.0.1:9000/devices.htm| o @
L) i : i 5
% Omega Enterprise Gateway @overview  [FReadings & Device = Data £ System
« Active Devices % Offline Devices
5 0 + Add New Device - Delete All
ID Device Name T},fpe Power Devices/Channels Status Connected Time Actions
108.178.128.197 0 Refrigerator #1 iSD_TH = 2 L 2/17/2017 5:26:57 PM | KB RTD
192.168.1.200_0 Refrigerator Cluster ZWREC ~ 3 L 2/20/2017 11:35:25 AM W £l @
|
108.178.128.200_0 Intensive care THX_W ~ 3 L 2/20/2017 8:04°03 AM W £l @
108.178.128.201 0 Refrigerator #2  iBTHx W *~ 4 L 2/20/2017 &04:04 Al | E-JMRT
108.178.128.206_0 Dispensary iSD_TC ~ 2 o 2/17/2017 5:26:57 PM | K- JAR
1:9000/overview.htm!

https:/#127.0.0.
L

5.2.1 Add Device

To add a device, click the “Add New Device” button on the device page. A popup dialog allows a
user to add various OMEGA connected devices. In the popup dialog, there are options to select
the product to be added, device communicate parameters (TCP, USB, or RS485/RS232), login
information (for devices that require authentication), and pulling interval.

1. Specify Product
e Family — Available options are: Controller (PLATINUM, iSeries); DAQ (OM-DAQ-USB);
iServer (iBTX, iBTHX-W, iBTX-SD, iTHX-W, iTHX-SD, iTCX, iPTX, iSD-TH, iSD-TC, EIT);
Wireless (ZW-REC, zCDR, UWTC-REC3)
e Pressure (PX409-USBH/485, IN-USBH)
e Product — Supported devices will be automatically populated once the family is
selected
e Name — A meaningful name for the device
2. Specify Connection Parameters
e TCP — Available parameters are IP address, and port number
e USB — Available parameter is COM port (via virtual com port)
e RS232 — COM port, baud rate, data bits, stop bits
e RS485 — COM port, baud rate, data bits, stop bits, device address
3. Specify How Often

e Pullinterval — Refers to how frequently a user wants to read the sensing data from the
connected device
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4. Advanced
e User name — the user name for login
e Password — the password for login
e Use secure connection — if the device requires secure connection, select this checkbox
e Disconnect after read - disconnect the device once the reading is complete

Ellale
[ Omega Engineering Ent: X
@overview  [FReadings (&g Device EData £ System € C | O localhost9000/devices himl T @
1. Specify Product
+ Add New Device - Delete All Family Product
Controlier v Platinum

2. Specify Connection Parameters

Interface Address TCP Port (default is 2000)

TCp v 192.168.1.200 502

Device ID (Only applies to Modbus)

1

v

3. Specify How Often

Reading Interval (miliseconds)

5000

Advanced

Once your parameters are set correctly, click “Add” to add the device.

5.2.2 Delete Device

Deleting a Device is simple. Just click the [} icon in the actions column of the device table. You
can also delete ‘all devices’ at once if you want. A confirm deletion dialog will show up to allow
the user to confirm the intended deletion.

&3 [E =G
3 [ Omega Engineering Ent= X \__ & l ). . »
& (] \ @ Secure | https://127.0.0.1:9000/devices.html ﬁ\

Delete all device

Do you really want to delete all devices? this process is not invertable.

No, | changed my mind Yes, | want to delete all devices

5.2.3 Start/Stop Device

Start and Stop device function allows the start/stop pulling of a specified device. Start/stop
function are a toggle function.
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Stop function is performed by clicking the N icon.
The start action is performed by clicking the > icon.

5.2.4 Configure Device

Configure device is done by clicking 'ﬁicon in the actions group. You will be redirected to a device

setu P page.
EalE =
[ Omega Engineering Ent= X |
< C | @ Secure | https//127.0:0.1:9000 nfig.htmi?devicelD=108.178.128.197 0 | @
% Omega Enterprise Gateway @overview  [FReadings (& Device EData  £§System
Device ID
108.178.128.197_0 Go Back Update

Runtime Parameters

Pull Interval (milliseconds)

5000

Enable Alarm

Select Channel/Measurement to Monitor

Show 10 v entries Search:
ID Channel Unit Enabled Actions
Humidity1 0 RelativeHumidity  Change Cd Set Alarm
Temperature1 0 d

Celsius Change Set Alarm

Showing 1 to 2 of 2 entries Previous Next

Note: Unit change is to reflect what is set on device. it doesn't change display in this software. To change display unit. please go to System -= Display

1. Runtime Parameters
a. Change Pull Interval - Users can change pull interval by adjusting the value of the pull
interval textbox. The value is a current pull interval used on the device
b. Enable alarm —the user can turn on/off the alarm on this device by checking or
unchecking the “Enable Alarm” checkbox
2. Select Channel/Measurement to Monitor
A list of available channels/measurements on a selected device are listed in the table.
Turn on/off channels by checking or unchecking the enabled checkbox.
3. Change Unit
Users can change the measurement unit if the unit is unknown. We recommend only
using this option if the measurement doesn’t contain ‘unit’. For example, the PLATINUM
process value doesn’t contain a measurement unit. Users can use this function to set the
unit. For devices such as ZW-REC, unit function is contained in the measurement.
4. Set Alarm
Set Alarm function allows users to set alarm on specific channel or measurement.
Currently, there are three alarm types available:
a. Above —when measurement is above the threshold
b. Below —when the measurement is below the threshold
c. Out of Range — when measurement is out of range
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r - W — - &J*D‘EQ

[ Omega Engineering Ent= X \T

& c | & Secure | https://127.0.0.1:9000/deviceconfig.htmi?devicelD=108.178.128.197_0 ‘i'.‘r| @

Alarm Setting

Alarm Type High Walue

Above

NOTE: TO APPLY CHANGES TO THE GATEWAY, YOU MUST CLICK THE UPDATE BUTTON AT THE TOP OF
THE PAGE.

5.2.5 Review Single Device Live Data

Review a single device reading by clicking the |ﬂicon. If the device is directly connected with a
sensor, the next page will show real-time and historical readings for the last 10 minutes (can be
set in the System page).

[ESESE =)
[% Omega Engineering Ente X
&« & \@ localhost:9000/devicevishtmi?devicelD=108.178.128.197_1 ﬁ| g

% Omega Enterprise Gateway @oveview  [fReadings  &Device EDaa L Syslem

Device ID Channels/D

108.178.128.197_1 3

Realtime reading for last 10 munites.

Temperature -®- Tempersture1.0
768 o
767
766
765
764
e o 9 o 2 n B 2 » 5 7
o 5 oo el ot el o - U Pl o preed g

—8- Humiditv1 0 |

If the device is ZW-REC, zCDR or UWTC-REC3 that connects multiple end devices, the next page will be
redirected to the device’s reading page.
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[} Omega Engineering Ente % ¥ [ ZW Receiver

C | ® 192.168.1.200/readings.html @
ZW Receiver End Device Readings = End Device Status ~ Charting ~ System  Security
Show | 10 v entries Search.
# lE Name status sSensor1 Sensor2 sSensor3 sensor4 Last Update
7 ABCDEFGH [ Gooa | 2370°C 48.80 %RH = = 08:10:50
10 ABCDEFGH E=x 3180 - - - 081050
15 ABCDEFGH EB 2200°C 1023.30 mbar = 54.40 %RH 08:10:50
Showing 1 to 3 of 3 entries Previous Next
Device Filter ) sec

5.3 Monitor Device Readings

Once devices are added, use the readings page to monitor real-time sensor readings. If the device has
a sensor directly attached, the reading is organized by channel/measurement. If the device has
multiple end devices connected, each end device may have multiple sensors. The readings are
grouped by device ID of the end device.

[) Omega Engineering Ent: X YWY

<« C | & Secure | https;//127.0.0.1:9000/devicemon.html *| @
% Omega Enterprise Gateway @overview  [FReadings g Device EEpata  fSystem
« Active Devices x Offiine Devices
4 0

Device Status Readings

:‘f”‘gera‘"’ #1 Running Temperature1 : 17.50°C Humidity: 76.5 %RH

Lst up

:‘F"‘gera‘”' Cluster Running 7:25.10°C46.2 %RH 10:26.30°C 15:22.10°C,1023.70

e At mbar,54.4 %RH

:‘ff”g‘*“‘“’ #2 Running Temperature : 17.70°C Humidity : 77.8 %RH Pressure : 1022.50 mbar DewPoint : 13.80 °C

Lest updaied: 23120

'3'5"9"”“’ Running Temperature1: 23.70°C Temperature2 : 23.60 °C

5.4 System Overview

The overview page is used for monitoring the status of connected devices of the Gateway. Information
on the overview page includes Gateway:

e Start-up time

e Active devices, offline devices (in case there are predefined devices that cannot be
automatically reconnected after the Gateway started)

e Supported services

e Total alarms (measurement beyond the threshold) from the start

e Total events (device events such as disconnected, start, stop, etc.) from the start

e System CPU and memory consumption

e Charts for activities (measurements reading frequency) of each device

e Events and alarms of each device; exceptions - something went wrong on the device(s)
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[} Omega Engineering Ent

& & C |6 secure | hupsy1270

% Omega Enterprise Gateway

0.1:9000/avervi

System CPU and Memary Consumption

@ System Up + Active Devices

16:3002/20 &)

[ Readings

& Device

Activities by Devices

Soata

5.5 Visualization and Analytics

Visualization and Analytics allows the pulling of historical readings for trending analysis; export
historical data, or delete data. Users can search, sort, and select measurements to review. Plus, users
can select a time range of today, this week, this month, or a customized time range.

[| Omega Engineering Ent= X W Y
@ | @ localhost:9000/data.htmi
% Omega Enterprise Gateway @overview  [fReadings & Device S Data ¥ System
& Total Devices 1% Total Measure Points O Available From @ Available To
9 124 3/24/2017 11:12:47 AM 4/3/2017 2:44:07 PM
Measure Points Data View
= = = Humidity =@~ 192.168.1.200_0_120_1 192.168.1.200_0_121_1
4/3/2017, 12:00:00 AM - 4/3/2017, 2:43:59 PM
. 440 [s7
R
Show 10 v entries Search: 435
Device source Channel Type 430
@ 19216812000 121 0 Temperature 425
@ 19216812000 120 1 Humidity
420
@ 19216812000 121 1 Humidity
O 19216812000 120 0 Temperature 418
[w] 192.168.1.200_0 M3 0 Temperature 410
@ » o o o ® b 130 st
[ 19216812000 112 0 Temperature o W™ L@ ®P @@ @0 e et et e
O 19218812000 111 1 Humidity o
Temperature -®@- 192.168.1.200 0 1210
0 19216812000 110 1 Humidity
O 192.166.1.200_0 62 0 Temperature 7418 Is]
O 19216812000 50 1 Humidity
7410
Showing 1 to 10 of 40 entries
Previous 2 3 4  Next
7405
ul | @ | O M
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5.5.1 Set Time Range

Set a time range by using the time select buttons: today 5 , this week =, this month S you

want to use the custom range, select the range you will need, then click the refresh button < to
apply the new time range.

432017, 12:00:00 AM - 4/3/2017, 2:43:59 PM

5.5.2 Select Measurements

The table below displays Time Selection buttons and available measurements. You can filter the
measurements by typing in the keywords in the search textbox. Select the checkbox on the left of
each row in the table to select measurements.

Measure Points

= = |

9/27/2017, 12:00:00 AM - 9/27/2017, 11:29:06 AM

Show 10 v entries Search:
Device Name Source Channel Type
108.176.128.202_1 gest 0 1 Humidity
108.178.128.202_1  gest 2 0 Temperature
108.178.128.202_1  gest 0 0 Temperature
108.178.125.202_1 gest 2 1 Humidity
108.176.128.197_1 123 DewPoint1 0 Dewpoint
108.178.128.197_1 123 Temperature1 0 Temperature
108.1758.128.197_1 123 Humidity 1 0 Humidity
00:03:34:00:d4:d6 MyWWED 1 0 Humidity
00:03:34:00:d4:d6 MyWWED O 0 Temperature

Showing 1 to 9 of 9 entries Previous Next

il .3 | L)

Smart down sample to improve charting response time

5.5.3 Data View and Management

]

[shl & Ty <

LF

View Trending Analysis; download and delete data using data view and management functions.

5.5.3.1 Trending Analysis
[ohal
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When time range and measurements are set, click the “Trending Analysis” button to retrieve
data. Trending chart will be grouped by measurement type.

5.5.3.2 Download Data
£.A
Download the selected data into CSV file by clicking the “Download Data” icon.

5.5.3.3 Delete Selected Data

o

Delete selected data by clicking the “Delete Selected Data” button. A confirmation dialog will
allow a user to cancel or complete this operation.

5.5.3.4 Wipeout Data

|

To completely wipe out all data in the database, click “Wipe out all data”. A confirmation
dialog will allow user to cancel or complete this operation.

5.6 System Settings

Change gateway runtime settings using the system page. The system page contains functions
including:

5.6.1 Notification Settings

Set email delivery parameters once an alarm or event occurs. The “Recipients” field allows users
w,n

to input multiple recipients’ email addresses separated by “;”. Then choose notification type of an
alarm or event or both. Click “Update” to apply the changes.

BEET
[} Omega Engineering Ent= X
<« C | @ localhost:9000/system.html | &

% Omega Enterprise Gateway @oveview  [FReadings &yDevice EDaa £ System

Notification Settings Display License Device Listener Settings F

Recipients

¥ On Alarm On Event
Change Notification Server Settings Update

Notes: On Alarm - Nofification will be sent if the measurement value is alarmed. On Event - Notification will be sent if there is a device event. e.g. device disconnect, battery low
ete.

Users can also change the notification server settings. You can select type, server name or
address, port number, and user login information etc. in the popup dialog. Below is an example of
using outlook account for sending email.
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Motification Server Setting

Type

Email

Server
Server

smtp-mail.outlook.com

¥ Use Secure Connection

Login
User

yourname@outlook.com

5.6.2 Display

Set the display unit for temperature, pressure, weight in this page. A user can also set a live data
window and page refresh interval. Note: the display unit only applies to display, it does not change
the units that are saved in the database or applied to the device. Live data window is the max

sliding window when users review live data of the single device.

Password

-

Al
[ Omega Engineering Ent= X
~
&« c | @ localhost:2000/system.html Y | @

% Omega Enterprise Gateway

Notification Settings Display License

Display Unit for Measurements

Temperature Pressure Current

Fahrenheit v psi v mA

Live Data Settings
Live Data Window (Min.) Refresh Interval (Sec.)

10 1

Update

@ Overview

Device Listener Settings

I Readings

Voltage

my

& Device

Weight

v Ib

S pata

£ System

5.6.3 License

OMEGA Enterprise Gateway can run without a license. The default version without a license is the
standard version and does not have functions of historical data and OPC integration capability.
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This page allows the user to update the license. For license information, please contact

support@OMEGA.com.
Elle|E -
[ Omega Engineering Ent: X
< C | ® localhost:9000/system.html o @

% Omega Enterprise Gateway @ oOverview  [FReadings gy Device S Data £ System

Notification Settings Display License Device Listener Settings h

Host ID: 11222121 - License Edition: Full
Update license file

Choose File | No file chosen

Update

5.6.4 Device Listener Settings

For passive devices such as WW-ED that wakes up, sends data, then goes to sleep, it is necessary
to open a port on Gateway to receive the push data. This page allows users to change the
connection type. This feature requires a user to correctly set the communication on the passive
device as well. Please refer to the user manual of respective devices to set the communication
parameters. Default settings are port 50002, UDP connection. User can use this tab to update
WW-ED firmware as well.

EJ = | B -
[} Omega Engineering Ent= X
& C | @ localhost:3 | @

% Omega Enterprise Gateway @ overview  [FReadings & Device EData £ System

MNotification Settings Display License Device Listener Settings |

' Communication Settings
Device Listener opens TCP/UDP port to listen incoming sensing data from WW-ED or wSeries
Port Option

50002 upp v
Update

WW-ED Firmware Update

WW-ED firmware must be a zip file and the file name follows WWED_version.zip. eg. WWED_1.10.zip

Choose File | No file chosen

Upload
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6 Integrate with Other Enterprise Software

OMEGA Enterprise Gateway provides three ways for integrating sensing data into other enterprise
applications.

1. OPC UA Server (require license)
2. OPC DA Server (require license)
3. RESTful web API.

6.1 OPC UA Server

OMEGA Enterprise Gateway comes with an embedded OPC UA server. This OPC UA server allows the
OPC UA compliant enterprise application to connect to Gateway and retrieve sensing data.

Once the Gateway is started, the OPC UA server is also started and exposed through URL:
opc.tcp://hostname:51210/OMEGA/OPCServer.

Note: the host name is either the DNS name or IP Address of the machine that the Gateway is
installed.

For example, using OPC UA Foundation’s sample client tool, browse supported protocols in the server
configuration dialog and select one to connect. Click OK and use an anonymous login.

— 3
i? ‘_jerveﬁonﬁguration = | B [

Transport Profile LRI
Gateway Server LRI

Discovery Profile URI

hitp://opcfoundation.org/UA-Profile/ Transport /uatcp-uasc-uat

opc top [ussaltasu:51210] - None - None - Bina Frotocol lopc.tcp lussattxsu:51210] 'l
http WS-~ [ussaltxsu:51211] - None - Mone - Binary,/ml .
https [ussaltxsu:51212] - None - Mone - Binary Securty Mode ’N"”e 'l
hitps [ussaltt-xsu:51212] - None - None - Xml ] _
Security Policy ’Nnne vl
Message Encoding lBinar:.' v]
Application Mame Omega OPC Server
Application Type Server
Application URI umilocalhost:Omega:0PCServer
Product URI hitp://www omega .com/

User Securty Policies  Anormymous
SecurityLevel 0
o
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i ™
#¥ Open Session Lol s

Session Name MySession 1

Authertication Mode  Anomymous -
|ser Mame -
Passwaord

Cancel

After sign in, browse the measurements in the tree structure.

File  Task Discovery Help

= OPC UA Technology Sample
www opcfoundation.org

- UA Sample Client
FOUNDATION

Unified Architecture demonstration app Leam more

v [ comea ]

------- {3 MySession 1 [=-+3 Obijects

E|D OmegalPCDevices
EID 108.178.128.201_0

-+ Family

-+ Model

-+ Firmware

-+ Hardware

B ] 108.178.128.201_0.Temperature

e WO e RO e W

[T
(10}

-3 108.178.128.201_0.Humidity
(-~ 108.178.128.201_0 Pressure
=3 108.178.128 201_0.DewPoint
-~ 108.178.128.206_0

-~ 108.178.128.1597_0

-+ 192.168.1.200_0

[

(E B

=)

Create a subscription to see notifications

opc.tepy//localhost51210/0mega/OPCherver (None) UABInary Server Status: Running 2017-02-21 11:38:33 0/0

Each measurement is presented as a tree node and has three attributes: Name, Value, and Unit. If you
right-click the measurement node and click “Browse” in the pop-up menu, you will see the most current
readings of the measurement.
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#K Browse Address Space

| 108.178.128.201_0. Temperature

Reference Type Mode Type Value
ComponentCf 108.178.128.201_0 SensingEndDevice Type
HasProperty Mame Froperty Type Temperature
HasProperty Unit Froperty Type Celziug
HasProperty Walue Froperty Type 207
Has Type Definition SenzingValueType  BaseObject Type
OrganizedBy 108178128 201_0 SensingEndDevice Type

h

Different OPC client applications, such as Enterprise application, have a different Ul to access the OPC
server. Please refer to user manual of the software you are using.

6.2 OPC DA Server

OMEGA Enterprise Gateway exposes the OPC DA 2.0 and 3.0 compatible DA server that allows the
OPC DA client to connect. Below is an example of using Matrikon’s free OPC DA Explorer to test the
OPC Server. You can download the OPC Explorer here:
https://www.matrikonopc.com/downloads/176/software/index.aspx

Once the software is started, you can navigate to OMEGA Enterprise Gateway DA OPC Server and click
the “Connect” button to connect to the OPC server. Once it is connected, you can browse the items
from the available items list box. Items are automatically populated once you have a device added to
the OMEGA Enterprise Gateway.


https://www.matrikonopc.com/downloads/176/software/index.aspx
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4% MatrikonOPC Explorer - [Untitled*]

File

CI - e - N T

Server Group Item View Help

OmegaEnterpriseGateway. DAOPCServer |

Bl iy Locahost \WSSALT-XSU'
-G Advosol. DA3CBCS. 1

- O Advosol DA3DYNCS. 1

- GR Advosol. DAIPropCSUA. 1

—OPC Server Connection Options

o

Disconnect

- 3% L.H. Controls - Sample OPC Server
MySampleOpcServerlforte. AEOPCServer
MySampleOpcServerUforte, DAOPCServer
MySampleOpcServerUforte HDAOPCServer
Mational Instruments. LookoutOPCServer. 1

i

9o/

Add Tags Add Alanms

Mational Instruments. Variable Engine. 1
MDL.SimulationSwr. 1

MewportOPC.iSeries

- OmegaEnterpriseGateway. AEOPCServer
o
.7 {0BBDCES7-2791-46C0-B4DE-A724AEE 35!
- O OmegaEnterpriseGateway. HDAOPCServer

MatrikonOPC Configuration Options

BPE Securiby

TEEEETT

BPE Serwver Licen=ing

Server Status

O |JForte, ufOPCDASTYCust
O |UForte, ufOPCHDASIvCust
Network MNeighborhood

Other Network Computers

Server: OmegaEnterpriseGateway. DAOPCServer

B UForte. ufOPCAESrvCust
[]..g

Connected: Yes

State: Running

Groups: 1

Total Items: 0

Current Local Time: 04/03/2017 3:43:29.984FM
Update Local Time: nfa

Bandwidth Usage: 0

< n |
Server Info
|Server: OmegaEnterpriseGateway.DAOPCServer MatrikonOPC
Connected: Yes ral Training
State: Running ant Care
roups: 1
otal Items: 0

urrent Local Time: 04/03/2017 3:43:29.984FM
Update Local Time: nfa
Bandwidth Usage: 0

@ Matriko

@ MatrikonOPC

rSupported OPC Interfaces

[ DA b Al ERSEC ¢

OPC Security

® OPC SECURITY CHECK

Caution: Potential Security Risk Detected.

Explanation: This OPC Server does not support
the OPC Security Spedfication.

Solution: If security is & concern then
protect your existing OPC Server with the
MatrikonOPC Security Gateway.

For more information on the MatrikonOPC
Security Gateway Click Here,

Group Info

-
2, MatrikonOPC Explorer ({08BDCES7-2791-46C0-B4D8-AT24AEEISFT2)Y)

File Edit View Browse
M O X B g =

Tag Eniry |

Tags to be added:

TAG)  rtem D: [132_168_1_200_0.110.0

Data Type: IEmpty,'Default 'I ¥ Create Active

I
. 5|
Filter: | Data Type Filter: IErnpty,.’DefauIt vl

[ Wirite Access

Access Path: I

|+ Read Access [ Branches [ Items

Available Items in Server 'OmegaEnterpriseGateway. DADPCServer's

B[] 192_168_1_200 0 o

ma  Available Tags

=fil

faws |

Cancel
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6.3 RESTful Web APIs

OMEGA Enterprise Gateway supports Server Oriented Architecture (SOA) for enterprise application
integration as well. It exposes a set of RESTful APIs that can be called by a client application
(Enterprise application). The URL for the WebAPIs are organized as:
http(s)://hostname:9000/OMEGAservice/apiname?parameters.

For example, you can use the following URL to return current readings on device 108.178.128.201_0:
https://127.0.0.1:9000/OMEGAservice/getreadings?servicename=&deviceid=108.178.128.201 0.

The return will be in JSON format string.

mestamph " :636233039871685830},
{\"DeviceID\":4"188.178.128.201_8\",\"Source\":\
p\":636233039071685838],

| mp\":636233039@71685830},
{\"DeviceID\"
\":636233039871685830} "}

b

{\"DeviceID\":\"108.178.128.201_0\",\"Source\":\"Pressure\”,\"Value\ " :1"182110%",\"Type\ " \"Pressure\", \"Unit\": \"Pa\"

|_| | = | 5 |
[4 https:/#127.0.0.1:9000/ar X
& C | & Secure | https://127.0.0.1:9000/omegaservice/getreadings?servicename= &deviceid=108.178,128.201_0 w
{"result":true,"readings":"
\"DeviceID\":\"188.178.128.201_8\",\"Source\" :\"Temperature\",\"Value\":\"20.8\",\"Type\" : \"Temperature ", \"Unith " : \"°C\" ,\"T1
_ P P

"Humidity\",\"Value\" :\"66.64", V" Type " : \"Humidity\" , \"Unit " : \"RRH\" ,\"Timestam

L\ Timesta

14 "1@8.178.128.201_8\",\"Source\":\"DewPoint\",\"Value\ " : \"14.4\" ,\"Type\ " 1 \"Dewpointh” , \"Unit\ " : \"°C\", \"Timestamp

Users can parse the results using the standard JSON parser.

The table below is a list of available OMEGA Enterprise Web APls

APl Name Parameters Returns
GetDevices serviceName: value can be A list of Available Devices with
empty detail information about
identity, status etc.
GetReadings serviceName: value can be Current sensor readings of
empty specified device
devicelD: the devicelD of the
device that you want to retrieve
GetReadings serviceName: value can be Get historical sensing data of a
empty specified device
devicelD: the devicelD of the
device that you want to retrieve
startTime: the start time of
sensing data that you want to
retrieve
endTime: the end time of the
sensing data that you want to
retrieve
the time string must follow ISO
8601 standard. E.g. 2007-03-
01T13:00:00Z
GetActivities serviceName: value can be A list of activities frequency
empty (measurement rate) of all
connected devices
GetEvents serviceName: value can be A list of events of specified
empty devices between start time and
devicelD: the devicelD of the end time
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device that you want to retrieve
startTime: the start time of
events that you want to retrieve
endTime: the end time of the
events that you want to retrieve

the time string must follow I1SO
8601 standard. E.g. 2007-03-
01T13:00:00Z

GetAlarms

serviceName: value can be
empty

devicelD: the devicelD of the
device that you want to retrieve
startTime: the start time of
alarms that you want to retrieve
endTime: the end time of the
alarms that you want to retrieve

the time string must follow 1SO
8601 standard. E.g. 2007-03-
01T13:00:00Z

A list of alarms of specified
devices between start time and
end time

GetAvailableDatalnfo

serviceName: value can be
empty

Get all available measurement
points information from
database

GetRangedDatalnfo

serviceName: value can be
empty

startTime: the start time of
sensing data that you want to
retrieve

endTime: the end time of the
sensing data that you want to
retrieve

the time string must follow ISO
8601 standard. E.g. 2007-03-
01T13:00:00Z2

Get all available measurement
information between start time
and end time
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7 Trouble Shooting

Sometimes it is unavoidable that a software runs into a bad state due to external or internal errors and
prevents the software from working correctly.

OMEGA Enterprise Gateway has two places to look for errors.

1. Ifin any case the OMEGA Enterprise Gateway cannot be started successfully or crashes for any
reason, the place to look up errors is Windows System’s Event Viewer. The event viewer can be
found in administrative tools. It can also be searched using the search function of the start menu.

File  Action

=5 2B HE

View Help

@ Event Viewer (Local)
o _—|+ Custom Views
4 5. Windows Logs
E| Application
f&] Security
] Setup
a System
5] Forwarded Events
. [} Applications and Services Lo
;j Subscriptions

Application Number o

Lewvel Date and Time

@Information 2/20/2017 5:08:53 PM
@Information 2/20/2017 5:08:33 PM
@Information 2/20/2017 5:08:06 PM
@Information 2/20/2017 5:07:07 PM
@Information 2/20/2017 5:03:52 PM
@Information 2/20/2017 5:03:52 PM
@Information 2/20/2017 5:03:51 PM
@Information 2/20/2017 4:30:28 PM
@Information 2/20/2017 4:24:32 PM
@Information 2/20/2017 4:24:30 PM

'{1' Error

2/20/2017 4:24:13 PM
2/20/2017 & 3 PM

a Error
]

Source EventID Task'
Office Software Protection Platf... 12288 None|:|
Office Software Protection Platf... 12288 Mone
SelfServicePlugln 1 Mone
SelfServicePlugln 1 MNone
Office Software Protection Platf... 902 Mone
Office Software Protection Platf... 1066 MNone
Office Software Protection Platf... 900 Mone
Omega Service 0 Mone
Windows Error Reporting 1001 Mone
Windows Error Reporting 1001 Mone
Application Error 1000 (100)
1026 MNonelRg

. NET Runtime

Actions

Event 1026, .MET Runtime

General | Details

Framework Version: v4.0.30319

Log Mame: Application
Source: .NET Runtime
Event ID: 1026

Level: Error

User: MN/A
OpCode:

More Information:

Event | og Online Help

Application: Omega Infrastructure. ServiceManager.exe

Descriotion: The process was terminated due to an unhandled exceotion.

Logged: 2/20/2017 4:24:13 PM
Task Category: Mone

Keywords: Classic

Computer: USSALT-XSu.internal.corp

<

nr

Application

= Open Saved Log...

¥ Create Custom View...
Import Custom Vie...
Clear Log...

Filter Current Log...
Properties

Find...

DEBDA

Save All Events As..
Attach a Task To thi...
View

|G Refresh

Help

=

Event 1026, .MET Runtime
D Event Properties
@] Attach Task To This ...

Copy
Save Selected Event...

8=
[
|G| Refresh
Help

2. If a device cannot be connected, or device data/status/state shows incorrectly, or the Gateway
itself runs into an issue, the place to look is the Log file. The Log file is located under the

installation folder of the Gateway. Look for the folder named Logs. Under the Logs folder, there is

a file called OMEGA.app.log.txt. you can open that file to look for error messages.
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I - e

. = Program Files » Omega Engineering » Ornega Enterprise Gateway » logs - |¢f | | Search logs Pl |

Qrganize = E Qpen = Print Burn New folder iz » [ @
.. FileZilla FTP Client i Mame ’ Size Date modified Type
. GIMP 2
] | omega.app.log.txt 10KE 2/21/2017 11:36 AM Text Document |
b Git || readme.x 1KB  2/9/2017 4:12 PM Text Document
. Google
W Is
\ IIS Express
0 Intel 1
. Intel Corporation |

. Internet Explorer
. VI Foundatien

) Java

. Microsoft

. Microseft Analysis Services

. Microsoft Device Emulator

J Microsoft Help Viewer -

1 omega.app.log.brt Date modified: 2/21/2017 11:36 AM Date created: 2/17/2017 9:45 AM
Text Document Size: 9,65 KB

8 Support

If you need further assistance, please contact support@OMEGA.com
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